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SUMMARY

The ubiquity and systematic use of smartphones, along with the increasing number of features
and data they handle, make them targets of interest for the acquisition of cyber intelligence.

These everyday devices exhibit multiple vulnerabilities as well as a significant attack surface
across multiple layers of the device architecture. These vulnerabilities may reside within wire-
less interfaces, applications, operating systems, and even within hardware components.

The numerous communication protocols used, such as cellular network, Wi-Fi, Bluetooth and
NFC, suffer from several weaknesses facilitating the interception of exchanged information, or
even the alteration of data in order to deploy spyware code on the devices.

Operating systems and applications installed on the device may also constitute another intru-
sion vector for spyware deployment. Some sophisticated threats indeed exploit chains of 0-day
vulnerabilities which do not require any user interaction to compromise the device, usually re-
ferred to as zero-click. The implants deployed after gaining access to the mobile phone are
generally non persistent and leave only few traces on the compromised device. The sophisti-
cation of these infection chains and their stealth, as well as the absence of detection solutions
significantly increase the difficulty of response efforts.

These elements show that mobile devices have a large attack surface that multiple offensive
actors strive to exploit - sometimes deploying very advanced attack capabilities to successfully
compromise a device.

Mobile phones can indeed be targeted by state-sponsored offensive actors in the course of es-
pionage or surveillance operations, drawing upon resources developed internally or by the na-
tional defense and industrial base, or acquired externally from specialised companies known as
Private Sector Offensive Actors (PSOA).

PSOAs can facilitate access to advanced capabilities for states which do not own these offen-
sive technologies or for states wanting to complicate the process of attribution!. PSOAs thus
contribute to the multiplication of threats sources and to the uncontrolled dissemination of
mobile-oriented offensive tools, which increases the threat level on mobile devices.

In response to these threats, France and the United-Kingdom have launched consultations to
tackle the proliferation and irresponsible use of commercial cyber intrusion capabilities (CCIC)
in November 2023, during the Paris Peace Forum?. This initiative has been named the Pall Mall
Process during its formal launch in London in February 2024 and has lead to the production of
a code of practices for states [1]. It promotes both an enhanced cooperation between manufac-
turers to reinforce the security of the mobile devices and to increase the information sharing
on observed threats, and recommendations on the legal frameworks regulating the use and the
marketing of CCICs.

Over the past three years, ANSSI has handled several cases of mobile phones compromised by
an irresponsible use® of spyware targeting individuals holding positions within senior official

'While the process of imputation bind malicious activity to an intrusion set based on technical and contextual
elements, the process of attribution bind an attack to a sponsor with a political or geopolitical objective.

2Annual event gathering heads of state and government, representative of international organizations and of
civil society aimed at providing a cooperative space to promote reflection on collective action methods to address
global challenges.

3The Pall Mall Process Code of Practice for States defines irresponsible use as a threat to the security, the respect
for human rights and fundamental freedoms and the stability of cyberspace, or without guarantees or adapted su-
pervision processes, or incompatible with applicable international law or the consensus United Nations framework
on responsible State behavior in cyberspace.
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authorities or within the executive committees of companies in strategic sectors. In the majority
of those cases, ANSSI has observed that the devices targeted were the victims’ personal mobile
phones.

Furthermore, mobile phones are increasingly a prime target for cyber-crime actors. Their for-
profit attacks involve less sophisticated malware and rely on social engineering methods to col-
lect their victims’ personal and professional data. Depending on its nature, the collected data
may be reused to launch phishing campaigns or to gain access to a related information system.
The opportunistic nature of these for-profit attacks means that cyber-criminal activites impact
individuals and organisation without regard for their geographical localisation or economic
sector.

How to react when receiving a threat notification

If you receive an alert (by emails, SMS, etc.) from a security vendor or from your
mobile provider warning of a potential compromise of an account or device, it is
recommended to avoid handling your phone and contact CERT-FR by email at cert-
fr@ssi.gouv.fr or by phone at 3218 (free service + cost of a call) or +33(0) 9 70 83 32 18.
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k]l FOREWORD

This Threat Landscape about Mobile Devices focuses on the threats targeting consumer smart-
phones.

It relies on incidents handled by ANSSI, on various reports published by official organizations,
security vendors, non-governmental organization, as well as on relevant information from pub-
licly available sources and offers an overview of the current state of knowledge on this type of
threat.

This Threat Landscape first provides a technical analysis of the attack vectors and exploitation
methods used to compromise mobile devices. It subsequently describes the known capabili-
ties and objectives of some offensive actors. It does however not present an exhaustive view
of all attacks against mobile devices but offers a selection of cases to illustrate the general ob-
servations on this threat. To accompany this overview, recommendations, which are regrouped
and developed in a dedicated final section (4), are provided along the way. Their purpose is to
help reduce the attack surface of these devices both for individual users (who are strongly ad-
vised to read and take into account the recommendations if they recognise themselves in one
of the cases described hereunder) and for organisations and their Chief Information Security
Officer (CISO).

Can | be targeted by a spyware?

Individuals dealing with topics which are either sensitive and/or in relation with
the fundamental interests of the Nation may be targeted by sophisticated spyware
in order to gather information that can be valuable for a foreign state. For instance,
senior authorities in the civil service, elected representatives, executive commit-
tees of strategic companies, lawyers, journalists, militants or activists, dissidents
or people close to those type of individuals may be targeted.

Conversely, the whole population may be victim of identifiers stealing or mobile
device compromise by cyber-crime actors.
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F1 ON ATTACK OPPORTUNITIES: TECHNICAL
VECTORS AND EXPLOITATION METHODS
USED BY MALICIOUS ACTORS AGAINST
MOBILE DEVICES

2.1 Attack surface related to wireless interfaces

Mobile interfaces are systems or protocols enabling communication between two devices, for
instance between a base transceiver station (BTS) and a mobile phone. Data is thus exchanged
using radio wave communication without any physical contact between the devices. As with
most network protocol, unique identifiers are assigned to each mobile device to precisely iden-
tify each device. Mobile communication protocols, such as 2G, 3G, 4G, 5G, Wi-Fi, Bluetooth
and NFC, all exhibit vulnerabilities exploitable by malicious actors.

Attacks targeting mobile wireless interfaces follow three main objectives:

+ Passive interception: data interception executed in close proximity to the targeted device,
with the intercepted data being mobile devices identifiers and the exchanged raw data,

« Active interception*: decryption of the exchanged data and communication hijack where
the attacker is placed between the two devices, e.g. using an Adversary-in-the-middle
(AITM) technique and information recording methods,

+ Data modification: active interception involving communication hijacking and alter-
ation in order to compromise a mobile device.
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Figure 1: Attacks targeting several mobile interfaces

*Active interception emits radio signals and can thus be detected.
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2.1.1 2G protocol exploitation

2G protocol is a communication technology specific to mobile phones® which main uses are
voice communication, message exchange based on SMS protocol and access to the Internet®.

SMS messages are not natively encrypted and, for voice communication, the security of ex-
changes over 2G protocol relies on a weak encryption algorithm” which has been publicly bro-
ken since 2010. Unlike 3G or 4G protocols, 2G protocol does not provide any authentication
base transceiver stations for the devices [2]. In other words, there is no way for a mobile de-
vice to check the authenticity of a base transceiver station before connecting to it, allowing for
AITM attack.

2G network is being gradually replaced with newer and more secure cellular standards®, and is
already decommissioned in many countries such as the United States or Japan®. It is however
still in use to maintain a network coverage in areas where modern protocols are not yet available.

Weaknesses and backward compatibility in 2G protocol allow for a proximity interception ca-
pacity that is used by devices like IMSI catcher' to collect identities (IMSI, IMEI) of 2G, 3G and
4G mobile phones. Such devices impersonate the carrier’s base transceiver station to discon-
nect the target from the legitimate network and reconnect it to the attacker-operated network,
thus catching the voice calls, messages and location.

Such devices are now used by criminals who acquire them either through smuggling or foreign
sales platform. Some of these attackers use it to acquire mobile phone numbers before sending
them phishing message by SMS in targeted areas. According to Libération, in 2022 in Paris,
a driver was arrested with an activated IMSI catcher in their car’s trunk, planning on sending
phishing messages related to Assurance Maladie!! [3].

2.1.2 Exploitation of weaknesses in the Wi-Fi protocol

Wi-Fi is a set of wireless protocols connecting several devices close to each other within the
same network. Wi-Fi networks, specifically the unsecured public ones, may exhibit vulnera-
bilities or weaknesses in their configuration that make them vulnerable to AITM attacks: an
attacker may position itself between the user and the Wi-Fi access point to intercept, modify or
gather sensitive information. Even though Wi-Fi network attacks impact a broader spectrum
of devices than just mobile devices, several cases of Wi-Fi-enabled attacks on mobile phones
were publicly documented over the past few years:
« Exploitation of vulnerabilities or of configuration weaknesses'?: some PSOAs are sell-
ing solutions specifically built to compromise Wi-Fi-connected devices and intercept both
the data exchanged on this protocol and the target’s geolocation in real time. This method

2

>Released in the 90s, 2G protocol allowed for the first time to exchange digital rather than analog data.

®Internet communication over 2G has been integrated later with the GPRS protocol.

"The standard encryption algorithm for 2G is A5/1.

8Cellular standards are usually known as 2G, 3G, 4G and 5G.

°2G network is scheduled to be decommissioned in France in 2026.

An IMSI (International Mobile Subscriber Identification) catcher is a device used to gather mobile phones
identifiers (IMSI, IMEI) on 2G, 3G and 4G. IMSI catcher are not operational with 5G because SUPI (Subscription
Permanent Identifier), alternative to IMSI, is encrypted and not transmitted while establishing a connection. At-
tackers must use a SUCI (Subscription Concealed Identifier) catcher, where the unique identifier is derivated from
SUPL

"French national health service.

There are many Wi-Fi configuration weaknesses, such as the use of outdated security protocols (e.g. Wired
Equivalent Protocol (WEP)) or the absence of password to connect to a device.
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of attack was used by a malicious actor in 2022 to redirect their target’s communication
towards the Predator spyware exploit chain[4, 5, 6].

+ Wi-Fi interception capabilities: some PSOAs, such as the Israeli company MAGEN or
the Emirati company STRATIGN, are developing and commercializing portable Wi-Fi in-
terception systems designed to massively catch data exchanged on this protocol, without
leaving any trace [7].

» Fake Wi-Fi access points: this type of attack relies on social engineering methods to per-
suade the user to connect to an attacker-operated network. Fake Wi-Fi access points can
be used to intercept credentials by redirecting victims to phishing websites or injecting
malware on the visited websites in order to compromise the phone [8, 9].

0 Recommendations on Wi-Fi usage

+ Deactivate Wi-Fi when it is not in use.

+ Disable automatic connection to known or open Wi-Fi networks.

+ Do not connect to public Wi-Fi access points unless it is necessary and if so, use
a VPN.

2.1.3 Exploitation of the Bluetooth protocol

Bluetooth is a wireless connection protocol allowing electronic devices to exchange data over a
limited distance!®. Compared to Wi-Fi, Bluetooth is meant for lower volumes of data exchanges
between devices such a headsets, smartwatches, etc. This technology is also used to unlock cars
and hotel room doors.

Any mobile phone with an activated Bluetooth interface is detectable. Any radio device
within a dozen of meters is therefore able to catch its identifier. In 2021, a Norwegian re-
searcher traveled 300 kilometers in 12 days with a homemade equipment logging Bluetooth
interfaces and was able to follow the movements of devices with a Bluetooth interface activated
[10]. Tracking technology using Bluetooth is already sold for surveillance purposes and also
for commercial and marketing purposes such as following customers’ movements in a store, a
recreational area or public transportation [11, 12, 13, 14].

Vulnerabilities residing in a mobile device’s Bluetooth interface can be exploited and used
as initial vectors of intrusion. A Bluetooth interface can be exploited by simulating the con-
nection of a device to inject malware. Cases where vulnerabilities, including vulnerabilities in
the Bluetooth protocol, have been exploited in chain to achieve remote code execution on a mo-
bile phone have been observed, for instance in the Blueborne case, where Android [15] devices
were targeted and in the Airbone case, where iOS [16] devices were targeted.

The security level of a Bluetooth connection can vary widely and it is thus possible for a ma-
licious actor to decrypt or even alter the contents of the communications exchanged on this
protocol [17].

0 Recommendations on Bluetooth protocol usage

+ Deactivate Bluetooth interface when not in use.
+ Do not pair a mobile device to an unknown or a shared device.

BDepending on its power, Bluetooth technology can allow devices positioned dozens, and sometimes even hun-
dreds of meters apart to connect to each other.
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2.1.4 Exploitation of the NFC protocol

NFC protocol (Near-Field Communication) is a contactless proximity communication protocol
used exclusively to exchange data over very short distances of a few centimeters at most. Data is
thus exchanged in close proximity between two devices: one is active (mobile phone, payment
terminal), the other is either active or passive (transportation pass or credit card). A passive
device can be read by any nearby active device'*. Most mobile devices are nowadays compatible
with NFC protocol.

NFC protocol use may be hijacked directly via mobile phones. According to ESET, in 2024,
a cybercrime actor ran an SMS phishing campaign, persuading users to click on a link which
ultimately lead to the installation of the NGate malware. This code exploits the mobile phone’s
capacity to passively read data on the NFC protocol. Once a device had been compromised this
way, the malware was able to read the data of any nearby payment card and to send it to the
attacker who could then use it to process payments [18].

0 Recommendation on NFC protocol usage

+ Deactivate NFC interface on the phone when not in use.

2.1.5 Other exploitation methods related to telecommunication
providers

Some attack vectors are not directly linked to mobile devices but rather to telecommunication
providers, whose organisational procedures can expose weaknesses which can in turn be ex-
ploited.

For instance, the SIM swapping scam consists in usurping the victim’s identity to order a new,
attacker-controlled SIM card from the victim’s provider.. The attacker will therefore receive ev-
ery SMS destinated to the victim, including the two factors authentication tokens (2FA) allowing
the attacker to reset the victim’s passwords [19]. Operators of the intrusion set Scattered Spider
may have used SIM swapping along with their toolset since 2022. By gathering personal data
about their victims, cyber-crime actors can achieve an identity theft and contact the victim’s
provider to get a new SIM card. Obtaining multi-factor authentication codes can also facilitate
a later exfiltration of data from a desktop environment and, in some cases, even a deployment
of ransomware(5, 20].

Comment: reinforcing providers’ identity verification procedures in order to effectively confirm the iden-
tity of users remotely requesting a SIM card change could significantly reduce the risks of SIM swapping
attacks [21].

0 Recommendation on multi-factor authentication

+ Lock the SIM card with a PIN code.
« Change the default PIN code of the SIM card.
+ Choose authentication application (TOTP) for multi-factor authentication.

*In other words, NFC does not involve any mutual authentication. In some cases, such as with phone payments,
authentication is directly carried out by the mobile phone without recourse to the NFC protocol.
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2.2 Attack surface of a mobile device

While early mobile phones were equipped with very minimal operating systems, they are nowa-
days comparable to desktop computers in terms of complexity and features. The hardware com-
ponents of the device are mainly responsible for communication operations (see 2.1), whereas

the software components are made up of two layers: the operating system and applications’®.

The operating system is directly installed by the phone vendor and manages the device, the
hardware parts and user’s data. The different layers of a mobile phone create a substantial
attack surface that may be targeted on any step of the exploit chain.

2.21 Initial vectors of attack

The initial vectors of attack used by malicious actors to compromise mobile phones can target a
network interface or directly the mobile device. As such, three methods with various complexity
levels are observed to deploy malware on mobile phone:

+ exploiting a zero-click vulnerability,

+ inciting a user to click on a malicious link or file,

+ installing malware while physically accessing the device.
In some cases, hardware components were directly compromised by the vendor, but supply
chain compromise of mobile phone hardware is still limited today.

0 Recommendations on hardening the operating system

+ Hardening the operating system is possible by disabling optional features and
thus reducing the attack surface of the device. This is possible on iOS by turning
on the Lockdown Mode or on Android by turning on the Advanced Protection Mode,
available with Android 16.

+ Always install as soon as possible updates for the operating system and applica-
tions.

« Do not delay the reboot of the device after an update.

Comment : ANSSI has independently tested the efficiency of “Lockdown Mode” to prevent the compro-
mise of a device.

Exploitation of zero-click vulnerabilities

Applications which constantly synchronise may be vectors for the exploitation of so-called
zero-click vulnerabilities which do not require any user interaction. Amongst these appli-
cations, instant messaging applications such as iMessage or WhatsApp are regularly targeted as
they are installed on most mobile devices. A zero-click vulnerability is automatically triggered
during data processing, for instance when a message or a call is received, before anything is even
displayed on the phone. Compromising these applications is generally only the first stage of the
exploit chain which purpose is to expose the device’s data in its entirety'®. The exploitation of
several vulnerabilities as an exploit chain is generally necessary to bypass each application layer
in order to deploy a spyware as close as possible to the core of the system. Figure 2 illustrates

1> Applications are software which extend the features of the operating system and the device usages. It can be
natively included to the operating system or installed by the user.

1®An exploit chain is a sequence of vulnerabilities exploitation allowing an attacker to progressively take over a
system.
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how an exploit chain is executed on a mobile device, from the reception of the initial message
to the full compromise of the device. Exploiting a zero-click vulnerability as an initial vector
of attack is a sophisticated means of attack and has been documented for various exploit chain
related to spyware like Pegasus since 2018 or Triangulation since 2019 [22, 23, 24].

B
-

Incoming message Automatic opening of the Processing of the Compromise of the Data collection
with an attached file with the dedicated malformed file by phone by a and exfiltration
file application a built-in component spyware by the spyware

I— Vulnerability exploitation J L Vulnerability exploitation —‘

Escape from the sandbox Escape from the applications context

Figure 2: Overview of a zero-click exploit chain

|/ A Recommendations on messaging applications

+ Deactivate the preinstalled messaging applications if not used.

+ Deactivate the automatic reception of MMS messages.

+ Avoid exchanging sensitive information via SMS and prefer messaging apps that
use end-to-end encryption.

+ Deactivate the automatic backup of chats within these applications.

Messaging applications are prime targets for this type of attack, but other native applications
can also be targeted: for instance, Calendar on iOS has been used as zero-click initial vector in
an exploit chain of the Reign spyware, documented by CITIZEN LAB [25].

Spyware deployed with the use of zero-click vulnerability are the most sophisticated threats
targeting mobile devices. Spyware are usually very stealthy: they may conceal their incoming
and outgoing communications through legitimate services as seen with the recent versions of
Pegasus which use iMessage on iOS and exists only in the memory of the device so as to leave no
trace of its presence [26]. This type of attack is however not usually persistent!” and the attacker
needs to re-compromise the device after each reboot. The non-persistent nature of those attacks

7 A malware will use persistence mechanisms to stay on a compromised system even after a full reboot of the
device.
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complicates the detection of this type of spyware, as well as the digital investigation operations
subsequently conducted on the infected devices.

Comment: Research on zero-click vulnerability is a complex subject and some companies and state or-
ganisations will prefer using other, less-complex attack vectors that are still undetectable by the user,
such as accessing the victim’s network either through cooperation with the victim’s telecommunication
provider or after compromising the provider’s networks, as described in 3.1.1.1.

0 Recommendation on rebooting a mobile device

+ Regularly reboot the mobile device.

Attacks using social engineering

Mobile phones can be compromised through social engineering'® methods that trick the
victim into downloading or clicking on a malicious payload sent either through social net-
works, SMS, e-mail or instant messaging applications. Since at least 2014, phishing cam-
paigns targeting mobile phone users and associated with a reputedly Russian intrusion set have
disseminated malicious payloads (files or links) through legitimate channels such as online fo-
rums, e-mails, social networks or messaging applications like WhatsApp or Signal to conduct
espionage campaigns [27, 28, 29, 30].

Some PSOAs have also developed a network of fake profiles on social media platforms such as
Facebook or LinkedIn. In 2024, META revealed that it had identified and subsequently taken
down fake profiles used by PSOAs companies, used both to test their spyware and to conduct
social engineering operations with the aim of compromising targeted users. This was for in-
stance the case of the Spanish company MOLLITIAM SECURITY, which conducted a significant
phishing campaign in Spain, Colombia and Peru in order to deploy the spywares Invisible Man
and Night Crawler on behalf of its customers [31, 32].

0 Recommendation on phishing

« Do not click on links or open files embedded in unsolicited messages.
+ Bevigilant when opening links received through QR codes.

Attacks relying on a physical access to the device

Some attackers will try to take advantage of a physical access to the mobile device to com-
promise it. Security vendors have documented several cases of compromise performed with
the support of local law enforcement officers. For instance, in China, mobile devices have been
compromised by spyware such as EagleMsgSpy [33] and Massistant [34]. The security vendor
LOOKOUT has observed and documented the deployment in Iran of the BouldSpy surveillance
tool between March 2020 and May 2023. This spyware was installed on at least 300 mobile de-
vices belonging to minority groups, potentially under the supervision of the Islamic Republic
of Iran police force: most of the targeted devices were initially compromised in the vicinity of
police stations and border crossings, meaning that victims’ mobile phones had likely been con-
fiscated and physically compromised [35]. Lastly, the spyware NoviSpy may have been deployed
on mobile phones belonging to Serbian activists during interrogation at police stations. In this

8Social engineering methods strive to exploit the trust or credulity of a user in order to incite them to trigger an
action.
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particular case, some of the mobile phones’ unlock codes may have been obtained by observing
the victims as they typed them into their devices [36].

Physical access to a device may also facilitate the gathering of the necessary information for a
future remote compromise of this device. According to the Security Service of Ukraine (SBU),
the preparation of a campaign associated with the reputedly Russian intrusion set Sandworm
targeting Android devices belonging to the Ukrainian army might have been facilitated by the
analysis of mobile phones recovered on the battlefield [37, 38].

0 Recommendation on the physical protection of mobile devices

« Do not connect a mobile phone to unknown USB ports and devices.

+ Use a trusted USB data blocker when using an unknown USB port to charge a
mobile device.

+ Protect the phone’s unlock password and use passwords composed by six al-
phanumeric characters.

+ Completely turn off the mobile device when it has to be left unattended.

Hardware compromise during manufacturing

Mobile phones can sometimes present native features which expose vulnerabilities or which
are even potentially malicious. In September 2021, the Lithuanian CERT revealed that several
mobiles phones manufactured by the Chinese vendor XIAOMI were distributed with built-in
censorship features which prevented the use of some words related to topics deemed sensitive
for Chinese authorities'®, both in English and Chinese. These censorship features could be
activated remotely by the vendor, even when they were not originally activated [39]. In 2025,
KASPERSKY discovered counterfeit mobile phones imitating major brands distributed with the
malware Triada pre-installed [40]. Triada is a stealer malware, exfiltrating data such as mes-
saging credentials and cryptocurrency wallets credentials.

2.2.2 Exploitation of built-in operating system components

Although designed with a high level of security by design, the features and components inte-
grated into a mobile device, including third-party components, are not immune to vulnerabil-
ities and can be hijacked to perform malicious actions. Built-in operating system components
are of interest for attackers as they are present in most mobile devices, resulting in attackers ex-
ploiting vulnerabilities and hijacking native features at any stage of the exploit chain, depending
on the component.

Vulnerabilities residing in the native features of an operating system can be exploited in an
exploit chain. For instance, several exploit chains of the Pegasus spyware relied on an exploit
chain of 0-day vulnerabilities?® impacting iOS native features and applications such as HomeKit
(exploitation observed in 2024), FindMy (exploitation observed in 2022) and Apple Wallet?! [41, 42,
43, 26]. Similarly, in 2021, the operators of the reputedly Russian intrusion set Nobelium might
have targeted iOS users using an exploit chain based on a vulnerability residing in the WebKit
rendering engine??, allowing the attackers to exfiltrate credentials for social media platforms
such as LinkedIn, Gmail, Facebook and Yahoo [29, 44].

¥For instance, the expressions Free Tibet, Democratic Movement or Longing Taiwan Independence were censored.

2 A 0-day vulnerability is not yet remediated at the time of its exploitation.

" HomeKit is used for home automation, FindMy is used to find the location of a device, and Apple Wallet is used
for managing virtual cards.

2 A rendering engine in a component responsible for displaying web content. In iOS, WebKit is the rendering
enging built-in with the system and the most used in the applications displaying web content.
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Components integrated within the supply chain

Built-in operating system features

Initial vector Exploitation Compromise
. Components firmware . Web rendering engine libraries . Accessibility features
. Kernel drivers . Scripting execution engine . Development features
D Built-in features . Malformed files

. Shared libraries D Built-in features

Figure 3: Examples of exploitation of OS built-in components in an exploit chain

Features provided natively by the operating system can be hijacked by attackers, especially
in order to gain higher privileged rights.

For instance, accessibility features were initially provided to assist users with disabilities*® and
can be hijacked to gain access to specific resources such as the content displayed on the screen
and data input from the keyboard. Some specific cybercriminal malware, such as Crocodilus,
discovered in 2025, use these features to exfiltrate banking and cryptocurrency-related data [45].

Other internal features, such as those specifically designed for developers, are also used to
perform malicious actions. For instance, the exploit chain associated with the spywares Pegasus
and Triangulation rely on a calculus-dedicated framework on iOS to drop payloads [46, 47, 48].

0 Recommendations regarding built-in features

+ Do not grant access to accessibility features to applications without a legitimate
reason.

L?Stl.y’ third-party compo?ents 1ntegrat‘ed The baseband processor is a third-party chip natively in-
within the manufacturer’s supply chain tegrated in a mobile operating system and found in all
can also introduce vulnerabilities that mobile devices. This component is required to inter-

can be exploited to compromise the de- act with cellular networks as it manages radio protocols.
. In 2023, AMNESTY INTERNATIONAL described how the
vice. These components can be hardware

. o . Triton module sold by the INTELLEXA consortium was
parts, such as electronic chips in a mobile used to achieve the zero-click compromise of mobile de-
device. The components can also intro- vices by exploiting vulnerabilities residing in the base-

duce vulnerabilities when associated with band processor. This module must be used in tandem
vulnerable system drivers or software, for with an IMSI catcher in order to compromise the vic-

. . . ’ tim [4].

instance shared libraries (such as CoreAu-

dio on iOS or Skia on Android). These third-party specific and sophisticated components are
present in multiple devices manufactured by different vendors, and as such constitute prime
targets to compromise a wide array of mobile phones.

Shared libraries are third-party software facilitating the development of applications?* and
are regularly exploited as an initial vectors of attack. Among shared libraries, those developed

2 Accessibility features include screen reader and voice control, for example. The features are also available for
developers to assist them to make their applications more accessible.

*Some features are directly provided by the operating system as software blob, usable by developers through
internal interfaces.
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to manage media formats (displaying pictures, playing video files) are a hotbed of exploitable
vulnerabilities as a result of the wide variety of supported formats. In 2020, SAMSUNG has
for instance patched a vulnerability that had been present in the Qmage codec since 2014 [49].
Vulnerabilities impacting shared libraries are regularly exploited in exploit chain, such as in
2023 by the spyware Pegasus [26].

Comment: Shared libraries can be found in all devices containing the same version of an operating sys-
tem, which facilitates the exploitation of vulnerabilities by providing attackers with a similar attack
surface on different devices. Widespread inclusion of third party libraries in mobile phone applications
create a strong dependency on library developers for the release of security updates. This situation in
turn creates a security risk for downstream vendors and users.

0 Recommendation on updating the operating system

+ Always apply operating system updates as soon as possible when they are made
available.

2.2.3 Attacks exploiting user-installed applications

Applications installed directly by the user are an important part of the usage of a mobile de-
vice. They are downloaded through applications stores, either official or alternative, and even
sometimes manually, without using a store as intermediary.

The architecture of an operating sys-

. . 4 Advanced memory protection
tem natively includes enhanced security

Another common vector for vulnerabilities can be found

measures such as application compart- in the device’s memory management, where errors intro-
mentalisation, fine-tuned access man- duced during the development phase can create exploitable
agement, limiting access to to the var- vulnerabilities. To prevent any unwanted use of an equip-

ment’s memory, proactive measures such as MTE (Memory

ious layers of a device, including the Tagging Extension) on Android or MIE (Memory Integrity En-

, ..
user’s data, and privilege management, forcement) on iOS have recently been implemented by man-
restricting the execution privilege of ap- ufacturers. These mechanisms limit the risks of malicious
plications. exploitation of memory management bugs.

These measures can however not guarantee the complete security of a mobile device: the legit-
imate applications downloaded by the user can also be exploited by attackers.

These attacks can be successful through the exploitation of vulnerabilities or the abuse of
the application’s features.

+ Vulnerabilities residing in legitimate applications installed by the user can be ex-

ploited and allow an attacker to simultaneously target Android and iOS operating sys-
tems through common features in order to deploy specific malware.
In 2019, a vulnerability registered as CVE-2019-3568 was found in the call processing
mechanism in WhatsApp and was used to deploy the spyware Pegasus. This method was
used on mobile phones running on both Android and iOS [42, 50]. Similarly, in 2024, CIT-
IZEN LAB has documented the case of a zero-click vulnerability exploited to target What-
sApp in a campaign related to the spyware Graphite?. The attackers are believed to have
added the victims to a WhatsApp group before sending a PDF document. The document
was automatically processed by the victim’s mobile phone, exploiting a vulnerability in
the application and thus enabling the download and deployment of the spyware [51].

The spyware Graphite is sold by the Israeli company PARAGON.
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Comment: While versions of the WhatsApp application are specific to each operating system, both
Android and iOS devices are exposed to this particular vulnerability. According to CITIZEN LAB,
while the majority of reported victims used Android devices, at least one iOS user was notified of
a compromise by APPLE.

0 Recommendation on unused applications

+ Uninstall or disable applications which are never or rarely used.

+ Legitimate features can be directly exploited in attacks. This is for instance the case

with a particular feature allowing users to synchronise their messaging application ac-
counts with third-party devices, which can be used by attackers to exfiltrate conversa-
tions.
In 2024, in the context of intelligence-gathering operations associated to the invasion of
Ukraine by Russia, both the reportedly Russian intrusion sets UNC4221 and UNC5792
conducted phishing campaigns inciting their targets to synchronise their Signal accounts
with a third-party device [52]. In November 2024, a similar method was employed by the re-
portedly Russian intrusion set Callisto against targets supporting Ukraine and employed
in the governmental, diplomatic, and research sectors, in order for the attacker to gain
access to the victims’ WhatsApp accounts [28].

Although applications stores implement security measures to detect malicious behaviours,
they can be bypassed to deploy malwares.

In 2025, KASPERSKY uncovered a password-stealing malware targeting cryptocurrency wallets.
This malware was integrated in applications?® available on the Android PlayStore and the iOS
AppStore [53].

A malwalje can be deploygd. by Even when they are available on official application stores, some
downloading ex post the malicious applications can leak sensitive data and abuse the permissions
code or by directly trojanising new granted by the user in order to collect their information. Although

releases of a legitimate application. less intrusive than a spyware, these applications still allow to col-

.. lect data such as the list of contacts and the location of the user.
.In the first case,.the ma11c101.15 C(')de Permissions abuse has notably been observed through the case
is not present in the application of the Spanish football championship’s official application, which
when installed but is downloaded used its permission to access both the mobile phone’s microphone
during the application’s first run. and location to actually control undeclared public broadcasts of
matches [54].

This method has been for instance
used by the banking malware SharkBot [55]. In the latter case, the new version of the appli-
cation downloaded when the application is updated directly contains the malware and installs
it on the mobile phone?”. This was for instance the case with the AhRat Trojan, which was
deployed through a Google Play Store update in 2022, one year after the release of the initial
application [56].

0 Recommendations regarding permissions granted to applications

+ Verify and manage the permissions granted for each application.

Another method favoured by attackers striving to compromise mobile devices involves en-
ticing users to download applications containing backdoors.

*Including for instance a food delivery application exclusively used in Indonesia and in the United Arab Emi-
rates.
“This technique is also known as “versioning”.
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 This type of attack can rely on fake copies imitating legitimate applications and as-
suming their names. The security vendor LOOKOUT documented attack campaigns ob-
served between 2015 and 2019 where the malware Monokle?® may have been delivered
through a trojanized version of popular messaging and utilitarian applications [57]. Sim-
ilarly, between 2014 and 2016, a legitimate military application embedding the Android
version of the malware XAgent [27, 58] was distributed through social media platforms
used by Ukrainian soldiers by the operators of the Russian military-related intrusion set
APT28.

0 Recommendations regarding the applications installation sources

« Do not install applications from sources other than the official application stores.

« Lastly, the installation of specific applications can be made mandatory for the pop-

ulation in some States in the course of domestic surveillance operations. These ap-
plications might act as a backdoor to the mobile devices. The Chinese government is
believed to force the installation of specific applications to some or all of its citizens, po-
tentially for control and surveillance purposes. The application Xuexi Qiangguo?® has for
instance been mandatory for the members of the Chinese communist party since early
2019 and collects the user’s personal data such as their location, consumer habits, health
data, etc. [59, 60].
In other countries, the national legal framework can restrict the available applications,
de facto forcing the installation of a specific application. In 2025, Russia has for instance
approved the development of a messaging application by the government. The resulting
application, Max, is developed by VKONTAKTE, a subsidiary of the state-owned company
GASPROM [61]. To facilitate its adoption, audio and video call features present in other
messaging applications such as WhatsApp and Telegram have been blocked on the Russian
territory by the telecommunication supervising State agency ROSKOMNADZOR. Installa-
tion of the application Max is also mandatory for every mobile phone prior to its distri-
bution in Russia [62]. Even though no malicious code has been found in the application,
the absence of end-to-end encryption and the harvesting of personal data personal might
allow authorities to use Max as a surveillance tool [63].

E] ON THE CAPABILITIES DEPLOYED AND
OBJECTIVES PURSUED BY ACTORS
TARGETING MOBILE DEVICES

3.1 Data collection and surveillance operations

While the attack opportunities against mobile devices described supra (see 2) can be developed
and operated directly by states maintaining advanced offensive capabilities, they can also be
acquired through private companies. The market for privately-owned and operated surveillance
capabilities has indeed been on the rise since 2010 and some of those specialised companies can

The development of this spyware is tied to the Russian company SPECIAL TECHNOLOGIES CENTER LLC (STC).
PWith 100 million downloads, its name may be translated as Studying and strengthening the nation.
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provide governments and intelligence agencies with sophisticated spyware, whereas other will
sell less advanced capabilities such as stalkerware®® to private companies and individuals.

3.1.1 State-sponsored operations

3113 Offensive capabilities can be directly developed or purchased

Mobile devices exploitation capabilities can be developed directly by a state or through con-
tractors, or developed by and purchased from specialised foreign companies.

These companies finance major research and development projects, giving rise to new offen-
sive tools such as ADINT (see 3.1.1.1) which complicate the exploit chain and raise the global
threat level. Moreover, the use of off-the-shelf capabilities by some states, including tools and
techniques used in the cybercriminal world, further complicate the imputation process.

Lastly, some states enlist the help of Internet Service Providers (ISP) in their internal surveil-
lance activities, facilitating the deployment of spyware and intercepting communications right
on the cellular network’s backbone.

Capabilities can be developed in-house by the state and also by national contractors

Offensive capabilities used to tar-
get mobile devices for espionage
and surveillance operations can be
developed by state services and

The Chinese offensive security ecosystem

The Chinese offensive security ecosystem is particularly focused
on the development of offensive capabilities targeting mobile de-
vices. The Chinese ecosystem is composed of multiple contrac-

by a national offensive cyberwar-
fare ecosystem exclusively provid-
ing their tools to the state. This is
for instance the case in China, the
United Arab Emirates (UAE) and in
Russia [27, 57, 68].

This bears witness to the fact that
states are willing to maintain in-
house offensive capabilities, usu-
ally on sovereignty grounds, which
require a significant financial and
human investment.

Since 2014, the UAE government
has been working on the diversifi-
cation of its investments and devel-
oping technologies designated as
strategic for its national soverei-
gnty, as shown by the creation
of the company DARKMATTER.

tors supplying the cyber units of the People’s Liberation Army
(PLA), the Ministry of State Security (MSS) and the Ministry of
Public Security (MPS). Several companies have developed mal-
ware for the operators of reputedly Chinese intrusion sets, includ-
ing for instance WUHAN CHINASOFT TOKEN INFORMATION
TECHNOLOGY CO., LTD.. Some of those companies, like the
company [-SOON, are suspected of directly operating these intru-
sion sets [33, 64].

The Chinese offensive security ecosystem is also composed of vul-
nerability research teams, such as Pangu Team. Comprising of-
fensive security experts specialised in mobile devices, vulnerabil-
ity research teams often participate in China-based vulnerability
research competitions like the Tianfu Cup. During the 2021 edi-
tion of the competition, Pangu Team successfully achieved remote
code execution through a 1-click exploit code on an iPhone 13 Pro
with 10S version 15 [65].

The Chinese ecosystem also develops and produces offensive
tools able to target multiple platforms. For instance, the operators
of the reputedly Chinese intrusion set BrazenBamboo might have
developed the LightSpy malware family which can target multi-
ple operating systems: i0OS, Android, Windows and macOS, in or-
der to collect the target’s location and record their voice calls on
VolIP [66, 67].

DARKMATTER has been accused by the REUTERS press agency of facilitating attacks target-
ing activists and foreign officials [68].

%Stalkerware is a type of malware that can be installed on a mobile device, generally when physically accessing
the device. Stalkerware allows an attacker to remotely track the device’s location and access the user’s data such as
messages and photos, without the user’s knowledge.
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Capabilities can be purchased from PSOA companies

While in some countries offensive cyberwarfare companies are directly integrated to the state’s
supply chain, others companies, mostly operating out of Europe, Israel and India, market their
services to governmental customers around the world, thus facilitating the acquisition of offen-
sive technologies for states lacking the resources and for those who want to hinder the imputa-

tion process of their offensive operations®'.

The number of companies develop-
ing and selling spyware has consis-
tently risen in the years since the
2010 decade.

Some companies like NSO GROUP
and INTELLEXA provide intrusive
spyware relying on different ex-
ploit chain. The spyware Pega-
sus was observed in the course of
offensive campaigns using 1-click
vulnerabilities, particularly in Ser-
bia and in Mexico, and also in the
course of more sophisticated cam-
paigns relying on zero-click vul-
nerabilities [36, 74]. The exploit
chain used in an attack depends on
the customer and their resources,

as well as on the target’s location®2.

The Israeli ecosystem is now one

31

Risks of dissemination of offensives capabilities

The company HACKING TEAM, operating out of Milan between
2001 and 2010, was responsible for the development of various
spyware such as Galileo® which was sold to several states. In 2015,
over 400 GB of data belonging to the company were leaked by a
hacktivist, revealing that these tools were being sold to and used
by authoritarian states for civil surveillance purposes. In the fol-
lowing days and months, the HACKING TEAM leak gave rise to
the exploitation of 0-day vulnerabilities residing in ADOBE FLASH
PLAYER by reputedly Russian, Chinese and North-Korean threat
actors [70]. Offensive tools exposed from the HACKING TEAM
networks have been used by other threat actors during manyyears,
like for instance the remote surveillance platform Galileo which
was used to compromise state targets and especially diplomatic
personnel, at least between 2016 and 2019 [71, 72]. A malware
composing this platform may also have been used by the opera-
tors of the reputedly Russian threat actor Callisto [72, 73]. A dis-
closure of technical capabilities from a PSOA can therefore lead
to a proliferation of its offensive tools which are then reused by
other offensive actors, finally leading to a heightened threat level.

“Depending on the sources and the period, Galileo was also
known as either Da Vinci or RCS or Remote Control System [69].

of the most developed in the PSOA

sector, both in terms of number of companies and in terms of capabilities offered by those com-
panies [75]. Members of the executive committees of the companies of this ecosystem often
share the same background, which is also used as a recruitment pool®’. These companies ex-
port their products through either foreign subsidiaries, joint ventures with local companies and
resellers in countries with lax regulation, such as the UAE. Access to new markets can also be
unlocked through foreign investments for these companies [78].

Capabilities can be purchased from vulnerability brokers

Some PSOAs have specialized themselves in the development and marketing of 0-day vulner-
abilities to offensive actors. Less visible than other companies operating in the same sector,
these intermediaries are however an essential part of the digital surveillance supply chain and
can be found all around the world.

Comment: These PSOAs companies tend to favour geographical locations with attractive corporate tax
allowances and lax regulations.

$1Some states use surveillance tools developed and marketed by companies rather than their own capabilities in
order to make the imputation process harder. One sponsor for an operation may use several spyware concurrently
or successively in order to keep its anonymity.

32 Attacks can be more complex to achieve when the target of an attack is located in a different country than the
customer, especially when the cooperation of local telecommunication companies is required.

*For instance, the Unit 8200 of the Israeli army, dedicated to technological intelligence, is a recruitment pool
for the Israeli ecosystem [76, 77].
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Exploit codes developed by these companies might be used by reputedly state-sponsored actors
already operating their own capabilities. For instance, between November 2023 and August
2024, the operators of the reputedly Russian intrusion set Nobelium might have used an ex-
ploit chain relying on vulnerabilities similar to the ones exploited by the PSOAs companies
INTELLEXA and NSO GROUP [44].

Comment: The similarities between these exploit chain illustrate the risk of proliferation of offensive
tools stemming from the relative ease with which offensive tools can be acquired. This particular case
also raises concerns on how the offensive actors gained access to the exploit chain, as they might have
identified them on a mobile device already compromised by INTELLEXA or NSO GROUP, or directly
purchased the vulnerabilities through the same broker.

During the November 2023 Paris Peace Forum, France and the United-Kingdom have launched
consultations to address the issues of proliferation and irresponsible use of CCICs. The Pall
Mall Process, as these consultations have been called since their formal introduction in February
2024 in London, has lead to the publication of a code of practice for states [1]. In order to
address these threats, it promotes an enhanced cooperation between manufacturers to reinforce
the security of mobile devices and to increase information sharing on observed threats; it also
recommends an evolution of the legal framework regulating the use and the sales of offensive
capabilities.

Capabilities can be acquired through cooperation or compromise of advertising data
(ADINT) brokers

Advertising-based intelligence or ADINT is characterized by the either large-scale or targeted
delivery of advertisements to one or more targets for profiling and geolocation purposes. A
real-time bidding system provides profiling data on users (age, gender, hobbies, location, so-
cioeconomic group, etc.) to advertisers, allowing them to buy advertisement space on website
and application targeting a specific public. This system is exploited by ADINT operators who
present themselves as legitimate advertisers on bidding platforms to collect profiling data for
surveillance purposes. ADINT operators can then exploit the massively collected data on a pop-
ulation of interest and precisely target an individual as well. This new data collection method is
currently on the rise and widely advertised by many PSOAs benefiting from a still very imprecise
legal framework in this area [79, 80].

ADINT providers are believed to work closely with buying platforms (Demand Side Platforms or
DSP)** and some might even now operate the same capabilities internally [81, 82]. Cooperation
with DSP and in-house DSP capabilities limit the risks of exposure for ADINT providers as they
do not depend on an autonomous DSP and do not have to systematically justify their use of the
data.

Comment: As well as collaborating with the companies owning the profiling data, state-sponsored actors
might also directly compromise these companies and collect their data to support future espionage and
surveillance operations.

Recent innovations in ADINT-based technologies combining targeted advertisement with vul-
nerability exploitation are reportedly enabling attacks on both mobile devices and computers.
Commercial offensive tools such as Sherlock, Patternz or Alladin, respectively developed by
the companies INSANET, ISA SECURITY and INTELLEXA, are reported to already offer this new
technology (83, 84].

%The buying platforms own the data required for user profiling
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0 Recommendation on advertisement profiling

« Remove and/or renew the advertising identifier.

Capabilities can be acquired through Internet Service Providers (ISP)

Inclusion of Internet Service Providers (ISP) in offensive operations enables and facilitates data
collection straight from the cellular network’s core for offensive actors.

As an example, the Predator spyware developed by INTELLEXA can be deployed on targeted
mobile devices through a zero-click compromise when a local ISP’s network is used in the at-
tack. Specifically, this attack relies on the deployment of the two malware modules known as
Jupiter and Mars. More precisely, Jupiter is deployed upstream with the hosting provider’s
complicity, right between the certificate authority and the websites visited by the victim and
collects the target’s certificates and encryptions keys. These are then sent to Mars in order to
decipher, alter and redirect the intercepted communication [4]. The zero-click exploit chain of
Predator is described in Figure 4.

Comment: ANSSI observed that in 2020 Pegasus was deployed by a national customer in their own
country to redirect Internet traffic towards malicious duplicates of legitimate websites with the active
contribution of a national ISP.

@ ——» &
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4
Transmission of Transmission of the
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and redirection
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. Preliminary steps to the compromise through the JUPITER module

Figure 4: Summary of the zero-click exploit chain relying on the Jupiter and Mars malware
modules ahead of a full deployment of the Predator spyware

Besides relying on local ISP, some offensive actors can also exploit weaknesses affecting telecom-
munication networks to facilitate their operations. The company TYKELAB has for instance in
2022 reportedly exploited vulnerabilities in the networks belonging to small telecommunication
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providers operating out of Pacific islands to discreetly inject large amounts of data towards mul-
tiple targets worldwide. The company allegedly exploited vulnerabilities enabling geolocation
and interception of voice calls on targeted mobile devices without leaving any trace on the de-
vices. TYKELAB is registered as a telecommunication provider and a subsidiary of the Italian
PSOA company RCS LAB [85].

0 Recommendation on using a mobile device in a foreign country

+ When travelling abroad, it is recommended to apply the recommendations found
in this document.

+ When the object or location of a trip abroad is deemed sensitive, it is recom-
mended to use a separate mobile phone.

Capabilities can include cybercriminal tools

In 2024, versions of the cybercriminal tools Hydra (a trojan horse-type malware) and CraxsRat
(an Android-targeting remote access tool) were reportedly used against supposedly military per-
sonnel in Ukraine whose targeting is generally associated with an intrusion sets aligned with
Russian state interests [30, 86].

Comment: Using tools generally associated with the cybercriminal ecosystem in the course of espionage
operations illustrates the adaptability of some offensive actors who are able to reuse codes in differ-
ent contexts. ANSSI cannot assess how the codes have precisely been acquired. They might have been
purchased or obtained for free on cybercriminal marketplaces or forums.

3.1.1.2 Offensive capabilities can be operated for espionage and surveillance pur-
poses

ANSSI, or other C4 members (depending on the victim’s choosing), is regularly asked to analyse
suspected compromise of mobile phones after their owners received a security notification from
vendors such as APPLE. The positions held by those individuals demonstrate that offensive
actors leverage mobile phone compromises to obtain sensitive data relating to French national
interests. This is especially true where the phone owners have repeatedly received security
notifications, showing a precise and persistent targeting of French personalities.

State-sponsored espionage campaigns targeting mobile devices sometimes appear related to
national and international events. As an example, offensive operations lead by the operators
of the Nobelium intrusion set have targeted the Mongolian government between 2023 and 2024,
probably in relation to Vladimir Putin’s State visit in Mongolia which took place in September
2024 [44, 87].

ANSSI has also handled cases of compromised mobile phones belonging to members of the
executive committee of companies operating in strategic economic sectors.

Spyware can also be used for economic and industrial espionage purposes. Twelve European
Union representatives and prominent figures sharing a declared interest on illegal fishing is-
sues have for instance been targeted between February and June 2023 by allegedly Vietnamese
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offensive actors® through messages sent from a fake Twitter account® [88].

0 Recommendations on mobile phone use in a professional environment

+ Separate professional and personal use on mobile devices.
» When discussing sensitive topics, store the mobile phones in another room at a
safe distance

State-sponsored espionage campaigns against mobile devices can also occur in times of high
intensity conflicts. Mobile devices belonging to Ukrainian military forces have for instance
been targeted by operators of reportedly Russian or Russian-aligned intrusion sets in the con-
text of the Russian annexation of Crimea and of the subsequent Russian invasion of Ukraine
starting February 2022 [27, 52]. Armed forces increasingly rely on mobile devices to exchange
tactical information (military communication, geolocation, etc.), in turn attracting the interest
of offensive actors.

Several reputedly State-sponsored intrusion sets, some with links to China, Iran and Rus-
sia, have already been observed in use against ethnic minorities and individuals regarded as
dissidents (NGO, journalists, lawyers, human rights defenders). Some reportedly Chinese in-
trusion sets have been used for many years to target individuals deemed by the Chinese govern-
ment as dissidents or dangerous for the stability of the regime [89]. CHECK POINT RESEARCH
also wrote in February 2021 that the reputedly Iranian intrusion set known as Domestic Kitten
(also called APT-C-50) has been used to target more than 1200 persons including dissidents,
Kurdish minority members and supporters of the Islamic State [90]. This intrusion set has been
active since at least 2017 and relies on the use of the FurBall spyware to target its victims. In
2021, a similar campaign was observed where the Android spyware Pineflower was deployed
by the intrusion set UNC788%, reputedly linked to the Iranian Islamic Revolutionary Guard
Corps [91].

Spyware are also massively used to target journalists and figures of the civil society. In 2025,
CITIZEN LAB reported on the use of the Graphite spyware, developed by the Israeli company
PARAGON, through WhatsApp to compromise victims in Italy. A report published by the Italian
parliament on June, 5th 2025 demonstrated the responsibility of the Italian intelligence services
in the use of Graphite against two Italian members of the NGO MEDITERRANEA SAVINGS
HUMANS [51, 92, 93].

3.1.2 Corporate-sponsored operations

Some PSOAs such as the Israeli company BLACK CUBE offer mobile-specific spyware to com-
panies in litigation, albeit less sophisticated ones than the malware provided by other PSOAs
described earlier [94, 95]. Other PSOAs offer even less sophisticated tools but have a large work-
force at their disposal used to provide specific services to a vast array of customers including
major companies and private intelligence agencies. This threat is less visible and mostly under-
estimated.

$Vietnam has been warned in 2017 by the European Union with a “yellow card” over insufficient action to fight
illegal fishing, as the Vietnamese fish exports generate more than 750 millions Euros of revenue each year. Had a
“red card” been voted, Vietnam would have been barred from exporting its fish production to the European Union
and would have provoked a major loss of revenue for Vietnam [88].

*In this case, the attacker replied to tweets of interest using the profile “@joseph_Gordon16”, directly calling
out to the targeted figures and systematically attaching to their tweets a link leading to a malicious website which
ultimately enabled a compromise of the mobile phone used by the victims to visit Twitter.

¥This intrusion set is also known as TA453 or APT42
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For instance, the Indian company BELLTROX was created in 2013 and is presenting itself as an
ethical hacking company, when it actually provides its customers with a wide array of offensive ca-
pabilities oriented towards strategic business intelligence [96]. Its customer base is believed to
be mostly composed of mainly western companies looking to spy on their competitors. Known
victims are mostly located in the United States and in Europe and belong to various economic
sectors: finance, pharmaceuticals, media, energy. In 2015, the CEO of BELLTROX Sumit Gupta
has allegedly been indicted for the compromise of Skype and messaging accounts belonging to
employees of an US company which appear to have been mandated by one of its competitors [97]
. The intrusion set associated with BELLTROX is publicly known as Dark Basin. It has been
used against a variety of victims, which is typical of a mercenary intrusion set. More than 13,000
targets have reportedly been compromised by Dark Basin between 2013 and 2020 [98].

3.1.3 Privately-sponsored operations in the course of litigation or
for revenge

A stalkerware is a software which can be installed on mobile devices, allowing a third-party to
track the location of the device and to access its messages, phone calls and social media profiles
without the user’s knowledge.

In order to avoid getting blocked on applications stores, stalkerware are usually marketed as
parental controls and remote employee monitoring solutions. These applications, which sup-
posedly require the user’s agreement to be installed, are actually set to be invisible and unde-
tectable®® [99]. According to KASPERSKY, in 2023, nearly 31000 users of mobile devices may have
been targeted by stalkerware, including 330 cases in France [100]. stalkerware are particularly
seen in cases of domestic violence where they facilitate the controlling and abusive behaviour
of the abuser [101]. As the deployment of these offensive tools often requires a physical access
to the targeted device, the abuser is often part of the victim’s family, or social or professional
circle.

Besides the privacy and consent concerns raised by stalkerware, this type of tool also create se-
rious security issues as they often contain multiple vulnerabilities while accessing and storing
sensitive data. ESET has for instance identified more than 150 known vulnerabilities in 58 An-
droid stalkerware, creating serious security risks for the victims. The most commonly observed
vulnerability in stalkerware is the plaintext exchange of data over the http protocol without any
additional security, which can facilitate an AITM attack [99] leaking both the victim and the
abuser’s data. In February 2025, a data leak causes by development errors affected millions of
victims of the stalkerware Spyzie, CocoSpy and Spyic, leaking their messages, pictures, call logs
and other sensitive data [102, 103].

3.2 Other objectives motivating offensive operations

ANSSI has not yet handled any case of profit or destabilisation-motivated mobile phone com-
promise. Mobile devices are clear targets of interest of cybercriminals who can opportunisti-
cally exploit their weaknesses for profit. That is, cybercriminal will compromise devices be-
longing to both individuals and companies without targeting a specific victim profile. Desta-
bilisation oriented attacks are on the other hand an uncommon occurrence even though the
consequences on the targeted population are significant.

1t is actually more complicated to install these tools on iOS as either the iCloud password of the user is required
or the phone has to be jailbroken in order to successfully install them [99].
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3.2.1 Attacks pursuing a destabilisation objective

Hacktivist groups have operated destabilisation-oriented operations against mobile devices to
cause a panic, notably by compromising applications programming interfaces (API). For in-
stance, on November, 15th 2023, the pro-Palestinian hacktivist group AnonGhost claimed on
its Telegram channel having successfully exploited a vulnerability in the API of the Israeli appli-
cation Red Alert used to send real-time notifications of incoming missile attacks against Israel.
This alleged attack might have allowed AnonGhost to send fake messages to 10 000 to 20 000
users of the application alerting of an imminent nuclear attack against Israel® [104].

Another example can be found in the 2022 compromise of the Russian ridesharing application
YandexTaxi by the hacktivist collective Anonymous and the pro-Ukrainian hacktivist group IT
Army of Ukraine, bringing about a gathering of every single available Moscow taxi at the "Hotel
Ukraina” [105]. Both of these cases demonstrate that attacks against mobile phones can be
leveraged to cause a panic among the targeted population to support a political claim.

3.2.2 For-profit attacks against mobile devices

The ubiquity of mobile devices and the personal data they store make them a prime target for
cybercriminals [18]. Cybercrime-oriented malware are generally developed to collect banking
data to misappropriate the victim’s funds or collect and sell the victim’s data to other cyber-
criminal actors [106]. Dissemination methods for cybercriminal codes can vary from phishing
campaigns to cloning legitimate applications.

Cybercriminal codes targeting mobile devices can be used to remotely control a mobile phone,
record the text input and collect SMS messages as well as collect banking and cryptocurrency
wallets credentials, as is the case with the Android malware Copybara [107]. The collected cre-
dentials are then either directly reused or sold to other criminal actors [108, 106]. As is already
the case with malware targeting computers, these codes are either developed by cybercriminals

or acquired through cybercriminal markeplaces*.

Cybercriminal groups already known to compromise desktop environments have been observed
turning to mobile environments. In January 2025 for instance, the cybercriminal actor TA2727
has deployed the infostealers LummaStealer, Marcher and FrigidStealer, respectively target-
ing Windows, Android and macOS [109] to steal credentials.

Mobile devices can also be used by attackers as a first step towards compromising desktop en-
vironments. For instance, since 2023 the cybercriminal group Scattered Spider has been using
sophisticated SMS and voice phishing attacks to collect 2FA tokens. The tokens are reused by
the attackers against information systems to deploy ransomware and collect data [20].

Comment: ANSSI has yet to observe a case where a mobile phone is compromised specifically with the
aim of later compromising a desktop environment. Mobile devices could well become targets of interest
in for-profit attacks: mobile environment present many technical opportunities for compromise and store
valuable data, which could generate a high return on investment for malicious actors. In the light of this
threat, it then appears crucial to maintain a high security level when a mobile fleet is integrated in a
corporate information system.

¥This operation took place in the context of a large hacktivist campaign against Israel and its sponsors after
October, 7th 2023.
**Malware sold and bought through cybercriminal networks is called “malware-as-a-service”.
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1 RECOMMENDATIONS

0 Recommendations on Wi-Fi usage

+ Completely deactivate Wi-Fi interface on the phone when Wi-Fi is not needed,
to avoid any connection to fake networks.

+ Note: On iOS, turning-off Wi-Fi must be done by using the Settings application; the
Control center parameter is indeed only disconnecting from the network without turning
off the interface.

+ Deactivate automatic connection to the known networks already saved in the
phone, including private networks.

+ Avoid as much as possible to connect the mobile device to public networks.
When it cannot be avoided, a VPN must be used to encrypt the information pass-
ing through the public network. The VPN must use cryptography protocols such
as IPSec® or TLS? and must be controlled by the user in order to guarantee the
confidentiality of communications.

*https://cyber.gouv.fr/publications/recommandations-de-securite-relatives-ipsec
bhttps://cyber.gouv.fr/publications/recommandations-de-securite-relatives-tls

Recommendations on Bluetooth protocol usage

+ Completely deactivate the Bluetooth interface on the mobile phone when a
Bluetooth connection is not required. Please note that with iOS, turning off Blue-
tooth must be done by using the Settings application; the Control center parameter
is actually only disconnecting the paired devices without deactivating the Blue-
tooth interface.

+ Do no pair the mobile device to uncontrolled or shared devices, to avoid any
exploitation or data leak through theses.

Recommendation on NFC protocol usage

+ Deactivating the NFC interface on the device helps avoiding the interception
of payment card data in case of a compromise. Please note it is only possible to
deactivate the NFC interface on Android.

Recommendation on multi-factor authentication

+ Lock the SIM card with a PIN code and change the default code. A SIM card
that is locked and protected by a PIN code cannot be used in an alternative device,
which limits the attacker’s ability to obtain two-factor authentication codes (2FA).

+ Using authentication application (TOTP) helps prevent the hijacking of an on-
line account protected by a two factor authentication in case of the theft of a SIM
card or of a SIM swapping scam.

o] o] o
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Recommendations on hardening the operating system

These hardened modes for the operating systems add many limits on media formats,
hyperlinks embedded in messages and network protocols.

Note: These parameters are recommended for individuals who might be targeted by sophis-
ticated threats. Some features of the devices used on daily basis might not work properly®,
and as such the activation of the hardened modes may be limited to some specific time
period (business travel, trips abroad, sensitive political or commercial climate).

+ OniOS, hardening the operating system is possible using the Lockdown Mode".
It has been available since iOS 16 released in 2022. Some features are impacted
such as messaging (blocking attachments and embedded links), web browsing
(restriction of certain display technologies and media). It is however possible
to manually exclude some applications and websites from this mode in order
to ensure that they function normally.

« On Android, hardening features can be enabled through the Advanced Protec-
tion Mode®, which has been available since Android 16 released in 2025. Im-
pacted features are messaging (spam filtering), automatic lock and restart in
certain circumstances, and blocking installation of applications without using
an official store.

“For instance, on iOS and Android Wi-Fi connection to open networks or to network with obso-
lete security features is no longer automatic and the deactivation of 2G means that there will be no
connection available in areas only covered by 2G

bhttps://support.apple.com/105120

‘https://security.googleblog.com/2025/05/advanced-protection-mobile-devices.html

Recommendations on messaging applications

+ Deactivate the preinstalled messaging applications if not used, because these
ones, by their ubiquity on every mobile devices, are an initial vector of choice for
the attackers.

+ Deactivate the automatic reception of MMS messages, to avoid the processing
of them without any action of the user.

+ Avoid exchanging sensitive information via SMS and prefer messaging apps
that use end-to-end encryption to ensure the confidentiality of the exchanges.

+ Deactivate the automatic backup of chats within these applications.

Recommendation on the reboot of the device

+ Reboot the device. The complete shutdown of the device stops every processes
and removes every software residing only in memory, such as a memory-based
non-persistent spyware. When the device is restarting, the memory-based spy-
ware will not be executed. The deletion of a spyware does not however protect
from a reinfection using the same, previously-used vector.

+ Power off then power on the device without using the reboot feature as some
spyware are able to simulate a reboot to deceive the user.
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Recommendation on phishing

+ Do not click on links or open files embedded in unsolicited messages. In any
doubt, it is advisable to verify the legitimacy of the message by using another
channel than the one used in reception.

+ Be vigilant when links received through QR codes are opened. QR codes do
not allow to visually identify the link’s target and might be used by criminals to
perform a redirection towards malicious payloads.

Recommendation on the physical protection of mobile devices

+ Do not connect the phone to unknown devices®.

+ Useatrusted USB data blocker when charging the mobile phone on an unknown
USB port cannot be avoided. This tool filters the internal connection of an USB
port and only allows the flow of electrical power as needed to charge up the de-
vice. USB data blockers might however be themselves attack vectors and it is
recommended to avoid using unverified blockers such as those that can be of-
fered during a conference.

+ Protect the device with a strong password. Mobile devices increasingly require
entering the unlock password to transfer data through physical ports and a strong
one will limit the risk of compromise using this method. It is also recommended
to avoid using biometric authentication (facial recognition and fingerprints) to
prevent the possibility of unlocking a mobile device without knowing its pass-
word.

« Completely turn off the device when leaving it unattended cannot be avoided.
Many features are disabled on the phone when turned on as long as it has not
been unlocked once after being turned off, thus considerably reducing the phone’s
attack surface.

Note: Android’s Advanced Protection Mode® disables USB data transfer when the phone

is locked, allowing only electrical charge. It is also the default behavior on iOS where con-

necting the mobile phone to a USB port or device is only possible when the mobile phone is
unlocked.

“For instance public charging stations
bReleased with Android 16

Recommendations regarding built-in features

+ Be vigilant when access to accessibility features is requested and when an ap-
plication seems suspicious, remove it. Access to the accessibility features by an
applications is not possible without the explicit consent of the user, materialised
by a confirmation message appearing at the first run of the application .
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Recommendation on updating the operating system

+ Always apply operating system updates as soon as possible when they are made
available to patch the vulnerabilities impacting components and security mech-
anisms.

Recommendation on unused applications

+ Uninstall or disable applications which are never or rarely used (such as appli-
cations related to travels, events, games, social media, etc.). These applications
create an unnecessarily large attack surface on the mobile device. On iOS and
Android it is possible to remove the software without removing the data:

+ 108S: Settings — General — iPhone Storage then click on each application to offload
and select Offload App.

« Android: Settings — Apps then click on each application to archive and select
Archive.

Recommendations regarding permissions granted to applications

+ Verify the permissions granted for each application installed on the device. In
the recent version of Android and iOS, these information are centralised in the
settings menu:

+ Android: Settings — Security and privacy — Permissions manager
 108S: Settings — Privacy

+ Manage the permissions granted for each application when it is possible. Thus,
when a permission does not seem to be necessary and does not impact the appli-
cation’s functioning, it is advised to remove it.

+ Avoid applications that appear to be asking for excessive permissions when a
new application is about to be installed.

Recommendations regarding the applications installation sources

+ Do not install applications from sources other than the official application
stores, especially when the applications can be directly downloaded from a third-
party source or through an alternative store. Official stores are more closely
watched than the latter, limiting the risks of downloading a trojanised applica-
tion.

o]l o] o] o] o

Recommendation on advertisement profiling

Remove and/or renew the advertising identifier following this procedure:
+ Android: Settings — Security and privacy — Privacy — More privacy settings —
Ads — Delete Advertising ID or Reset Advertising ID
« 10S: Settings — Privacy — Apple Advertising then turn-off Personalised Ads
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0 Recommendation on using a mobile device in a foreign country

+ When travelling abroad, it is recommended to apply the recommendations found
in this document.

+ When the object or location of a trip abroad is deemed sensitive, it is recom-
mended to use a separate mobile phone.

0 Recommendations on mobile phone use in a professional environment

+ Never use a personal mobile device for work-related tasks. Thus, even if the
personal mobile phone is compromised, the attacker will not be able to access or
use work-related data.

+ Remove all electronic device from the room when discussing sensitive top-
ics. Mobile devices must also be removed from meeting rooms. Shutting down a
mobile phone’s wireless connections, for instance when turning on the Airplane
Mode, is not an adequate measure to ensure the security of sensitive talks as it
does not prevent a spyware from recording the discussion and eventually trans-
ferring it to the attacker when wireless connections are turned on again.
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Recommendations for organisations

These recommendations are specific to business mobiles devices.
On mobile fleet management
+ Use an MDM software to manage a business mobile fleet” and apply the
recommendations detailed in this document. An MDM software enables a
centralised management of business mobile phones with essential features
such as remote update deployment and application permissions management.
+ When a business phone is lost or stolen, remotely reset the device and its
data using the MDM software to prevent any risk of an attacker exploiting the
data stored on the phone (such as VPN certificates and messaging accounts
credentials) to gain access and compromise the corporate network. Revoke
and renew the credentials on the corporate networks following loss or theft

of a mobile device. )
On the use of Bluetooth connections

+ Never use Bluetooth devices when a communication is deemed sensitive.
On the use of Wi-Fi networks

+ Establish a list of authorised Wi-Fi networks through the MDM softare in
order to limit the risk of seeing a business phone connecting to an unknown
and potentially malicious Wi-Fi network.

« Never hide the network’s name (ESSID?) when deploying a Wi-Fi network,
to prevent malicious connection attempts.

When travelling abroad
+ Avoid the use of local cellular networks when in a foreign country. For voice
calls, opt for “Wi-Fi call” using a known and controlled IPSec VPN and rely
on secure messaging applications rather than SMS messages to exchange text
messages.

“Mobile Devices Management
bExtended Service Set Identification
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H GLOSSARY

ISP Internet Services Provider. 21

0-day A vulnerability exploited before any corrective measure is available. 3, 13, 19
1-click An exploit chain requiring an action from the user. 18, 19

2FA Two factors authentication. 9, 25, 26

ADINT A contraction of "advertising” and “intelligence”, ADINT is a data collection method
relying on advertisement; it relies on either large-scale or targeted delivery of advertisement to
one or more targets with the aim of profiling, tracking and locating them. 18, 20

AITM An Adversary-in-the-middle attack is a type of attack where an attacker position them-
selves between networked devices, allowing them to effectively intercept the exchanged data.

6,7, 24

base transceiver station An equipment used to connect mobile devices to a cellular network.
6,7

CCIC Commercial Cyber Intrusion Capabilities are privately-operated offensive cyber capabil-

ities enabling an attacker to penetrate a network owned by an individual or an organisation to
disrupt, alter, degrade, destroy the targeted network and/or collect their data. 3, 20

exploit chain Vulnerabilities exploited successively in a chain, enabling an attacker to gradually
gain access and take over a network. 8, 10, 11, 13-15, 18-21

IMEI The International Mobile Equipment Identity is a unique numeric identifier attributed
to each mobile device. 7

IMSI The International Mobile Subscriber Identity is a unique numeric identifier attributed to
each user on a cellular network. 7

IMSI catcher An IMSI catcher is a device or a technical set-up which simulates a base transceiver
station and intercepts the International Mobile Subscriber Identity attributed to the nearby mo-
bile devices before transferring them further to the network base station. 7

intrusion set A set of tactics, techniques and procedures associated with a specific theat actor
or a group of threat actors. 3,9, 12, 13, 16, 18, 20, 22-24

PSOA A Private Sector Offensive Actor is a privately-operated offensive actor offering and/or
performing actions aiming to penetrate a network owned by an individual or an organisation to
disrupt, alter, degrade, destroy the targeted network and/or collect their data. 3, 7, 8, 12, 19, 20,

22,23

stalkerware A software deployed on mobile devices enabling a third party to track the geoloca-
tion of a device and to gain access to the messages, voice calls and social media profiles without
the user’s knowledge. 18, 24

zero-click An exploit chain that does not require any action from the user. 3, 10-12, 14, 15, 19,

21
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