July 13, 2026

Targeting and Compromise of French Entities Using the Turla

Intrusion Set
Espionage Activities Associated with the 16th Center of the FSB Using the Turla Intrusion Set
Since the 2010s

Members of the Cyber Crisis Coordination Center (C4) ' have observed the targeting and
compromise of French entities using the Turla intrusion set 2, operated by the 16th Center of the
Federal Security Service of the Russian Federation (FSB). This intrusion set has also previously been
attributed to Russia by other countries [1][2][3][4]. Since at least 2004, it has been implemented
for intelligence collection against strategic entities and individuals worldwide, including in France.
Espionage campaigns associated with the Turla intrusion set against Ukraine, NATO countries, and
EU member states continue in the context of Russia's war of aggression launched on February 24,
2022.

The malicious cyber activities of the 16" Center of the FSB against France and its European
partners are the subject today (July 13, 2026), of two formal attribution statements by the Minister
of Europe and Foreign Affairs, on behalf of France, and by the High Representative of the EU for
Foreign Affairs and Security Policy, on behalf of the EU and its Member States.

1. The 16th Center of the FSB (Federal Security Service of the Russian
Federation)

Organization and Geographic Distribution

Members of the C4 have identified that the 16th Center of the Federal Security Service of the
Russian Federation (FSB), also known by the designations "military unit 71330" or "Center for Radio-

T The C4 is an inter-ministerial body dedicated to the analysis of cyber threats. It brings together the ANSSI
(National Agency for the Security of Information Systems), COMCYBER (Cyber Command), DGA (Directorate
General for Armaments), DGSE (Directorate General for External Security), and DGSI (Directorate General for
Internal Security).

2 An intrusion set is defined as an evolving but consistent set of techniques, tactics, procedures, code, and
infrastructure used to conduct cyberattacks.
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Electronic Intelligence of Communications"?, operates various intrusion sets to target French and
European interests, including the Turla intrusion set®.

To conduct these activities, the 16™ Center of the FSB can rely on the eleven interception
centers it operates, distributed across Russian territory. These interception centers are designated
by military unit numbers:

« Military unit 03110, located near Sochi;

« Military unit 11380, located near Temryuk in the Krasnodar region;

« Military unit 28735, located near Alushta in Crimea;

« Military unit 44231, located near Balashov in the Saratov region;

« Military unit 49911, located near Pskov in the Pskov region;

« Military unit 51952, located near Chekhov in the Moscow region;

« Military unit 61240, located near Krasnoye Selo in the Saint Petersburg region;
« Military unit 61608, located south of Moscow;

« Military unit 70822, located near Khabarovsk in the Khabarovsk region;
« Military unit 83417, located near Chkhotovo in the Vladivostok region;

« Military unit 83521, located near Zelenogradsk in the Kaliningrad region.

The geographical location of the military units and the orientation of antennas at their sites
suggest a geographically distributed targeting approach. Thus, the units in Pskov, Krasnoye Selo, and
Zelenogradsk are oriented towards Europe and the United States, while Chkhotovo and Khabarovsk
target Asia more specifically.

Military Unit 61240, Responsible for Targeting France

Military unit 61240 is responsible for targeting France in terms of Signals Intelligence (SIGINT)
and offensive cyber activities. It is located near Krasnoye Selo, southwest of Saint Petersburg.

Furthermore, this unit maintains close ties with several Russian companies such as AO AST or
NPP Gamma, known for their support of the offensive cyber activities of Russian intelligence services.

This military unit is therefore strongly linked to the SIGINT and offensive cyber operations
capabilities of the FSB, constituting a real threat to French and European interests.

2. The Turla Intrusion Set

Active since at least 2004, the Turla intrusion set is primarily used for intelligence collection
against public and private entities belonging to the governmental, diplomatic, defense, research,
technology, education, media, or energy sectors, as well as individuals worldwide [1, 4, 5, 6].

Notable cyberattacks associated with the Turla intrusion set have been conducted against
European and American entities, including the compromise of US military networks in 2008, the Swiss
defense company RUAG in 2016, or German government networks in 2018 [7, 8, 9].

3 LleHTp PagnoanekTpoHHot Passeakmn Cpeacts Ceasm also known as TSRRSS.

4 The techniques, tactics, and procedures (TTPs) associated with the Turla intrusion set overlap with those
documented by security vendors under the names of Secret Blizzard, Venomous Bear, Pensive Ursa, Pacifier, or
Waterbug. Members of the C4 therefore consider that these aliases refer to the same intrusion set.
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Since the start of Russia's war of aggression against Ukraine on February 24, 2022, the Turla
intrusion set has been used to contribute to the Russian war effort through intelligence collection on
Ukraine and its allies. It is notably used as part of reconnaissance and cyber espionage activities
against governmental entities, defense sector entities, or technology companies in Ukraine and
several allied European countries [4, 10, 11, 12].

Malwares and Attack Infrastructure

Members of the C4 consider that the Turla intrusion set is associated with both the use of
open-source tools like Mimikatz or Metasploit, and a specific set of sometimes complex malware only
associated with this intrusion set®, originating from the Agent.BTZ and Uroburos code, also known as
Turla and Snake. This malware has been used to target Windows operating systems, including email
solutions such as Outlook and Microsoft Exchange, as well as Linux and macOS. It has also been used
against web browsers, business applications, and web servers [1, 4,13, 14,15, 16,17, 18, 19, 20, 21].

Since 2016, campaigns associated with the Turla intrusion set have regularly relied on the
Kazuar malware, which has undergone several evolutions over the years and is still in use as of 2026
[22, 23, 24, 25].

In order to compromise information systems, operators of the Turla intrusion set have
employed initial access techniques such as spearphishing and waterholing attacks, aiming to entice
targets into downloading malicious files masquerading as legitimate software. Attackers have also
compromised network equipment, business applications, and exploited vulnerabilities, including
zero-day vulnerabilities. In some campaigns, they have combined the exploitation of multiple
vulnerabilities within a single compromise chain [26, 27, 28].

Furthermore, from initial access to data exfiltration, operators of the Turla intrusion set rely on
attack infrastructures designed to ensure their operational security and limit detection. They use
compromised or rented resources, such as servers and websites, including content management
systems like WordPress. They also resort to satellite communications, for example to manage their
attack infrastructure while ensuring anonymity, for command-and-control activities, or for the
retrieval of collected data. Moreover, they have used peer-to-peer communication tools composed
of compromised machines within their attack infrastructure [15, 18, 26, 29].

The intrusion set is also associated with the compromise and reuse of offensive capabilities
linked to other threats, including intrusion sets attributed to state-sponsored actors and
cybercriminals [6, 30, 31, 32].

3. French victims
Members of the C4 distinguish two types of victims of the Turla intrusion set®:
« Final-stage victims, compromised for espionage purposes;

+ Intermediate victims from various sectors whose information systems are opportunistically
compromised to be integrated as relays within the malicious infrastructure of the intrusion
set and facilitate subsequent attacks against final-stage victims.

5 These malwares include Epic, ComRAT, Carbon, Mosquito, Penquin, Gazer, Crutch, TinyTurla, LightNeuron,
Capibar, and Kazuar. This list is not exhaustive.
8 This typology is based on the observation of attacker behavior and the deduction of their objectives.
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Since the 2010s, French intermediate and final victims of the Turla intrusion set have included
ministries, diplomatic entities, defense sector entities, justice sector entities, and technology sector
entities. Among the intermediate victims of the intrusion set, members of the C4 have also identified
associations, individuals, and various companies.

In 2014, members of the C4 identified the targeting and compromise of ministerial entities
using the Uroburos malware, likely for espionage purposes.

In particular, since at least 2017, email accounts of the French Ministry of the Armed Forces
have been compromised by operators of the Turla intrusion set. These attacks targeted email
accounts of officials within the ministry. Beyond this campaign, this threat remains active against the
French Ministry of the Armed Forces and entities under its authority.

In 2018, the network of the French Ministry for Europe and Foreign Affairs at the French
Embassy in Moscow was compromised using the Turla intrusion set. The attackers notably conducted
network scanning activities and data exfiltration on the embassy's network.

Comment: this incident echoes a campaign recently reported by security vendor MICROSOFT
concerning the cyber targeting of foreign embassies located in Moscow since at least 2024. The security
vendor has attributed this campaign to the Turla intrusion set, which demonstrates the consistent
interest of operators of this intrusion set for diplomatic targets [33, 34].

Also during 2018, C4 members identified the compromise of several machines belonging to a
French technology sector entity using the Uroburos malicious code. Investigations by C4 members
revealed that these compromised machines were used as relays within the attack infrastructure of
the intrusion set operators.

In 2019, members of the C4 became aware of the compromise of a server belonging to a justice
sector entity and hosting a service for the continuing education of personnel. In this attack,
operators of the Turla intrusion set exploited a vulnerability related to SharePoint to install malware.
The investigations by C4 members demonstrated that attackers potentially had access to
information from several thousand user accounts.

Between 2019 and 2025, members of the C4 observed the compromise of several French
intermediate victims by operators of the Turla intrusion set.

In 2025, members of the C4 were also informed of malicious activities potentially linked to the
Turla intrusion set conducted against an entity working on advanced technologies.
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